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Amendments to the Claims; 

This listing of claims will replace all prior versions, and 
listings, of claims in the application: 

Listing of Claims t 

1. (Currently Amended) A cryptography engine for 
performing cryptographic operations on a delta block, the 
cryptography engine comprising: 

a key scheduler configured . to provide keys for 
cryptographic operations; 

multiplexer circuitry having an input stage and an output 
stage; 

expansion logic coupled to the input stage of the 
multiplexer circuitry, the expansion logic configured to expand 
a first bit sequence having a first size to an expanded first 
bit sequence corresponding to a portion of the data block, 
wherein the output of the expansion logic is coupled to the 
input stage of the multiplexer circuitry; 

first, and second regi s ters coupled to the out put stage of 

the multiplexer circuit ry, where in the multipl e xer circ uitry 

selects , between the first and second r egister s and sto r es the 
out put of the expan s ion logic in a se lected re gister ; and 

permutation logic coupled to the expansion logic, the 
permutation logic configured to alter a second bit sequence 
corresponding to the portion of the data block, whereby altering 
the second bit sequence performs cryptographic operations on the 
data block. 
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2/ {Original) The cryptography engine of claim 1, 

further comprising an Sbox configured to alter a third bit 
sequence corresponding to the portion of the data block by 
compacting the size of the third bit sequence and altering the 
third bit sequence using Sbox logic, 

3. (Original) The- cryptography engine of claim 1, 
wherein the cryptography engine is a DES engine. 

4. (Currently Amended) The cryptography engine of claim 
1, wherein the multiplexer circuitry comprises two 2-to-l 
multiplexers on [[the]] a first level coupled to two 2-to-l 
multiplexers on [[the]] a second level. 

3. {Original} The cryptography engine of claim 1, 

wherein the first bit sequence is less than 32 bits. 

6. (Original) The cryptography engine of claim 1, 
wherein the first bi~ sexivenc^ ;i& four bits. 

7. (Original) The cryptography engine of claim 5, 
wherein the expanded first bit sequence is less than 43 bits. 

8. (Original) The cryptography engine of claim 6, 
wherein the expanded first bit sequence is less than six bits, 

9- (Currently Amended) The cryptography engine of claim 
[[7]]2, wherein the third bit sequence is less than 48 bits. 
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10. (Currently Amended) The cryptography engine of claim 
I [8]] 2, wherein the third bit sequence is six bits. 

11. (Original) The cryptography engine of claim 9, 
wherein the second tit sequence is less than 32 bits. 

12. (Original) The cryptography engine of claim 10, 
wherein the second bit sequence is four bits. 

13. (Original) The cryptography engine of claim 1, 
wherein the multiplexer circuitry is a two-level multiplexer. 

14. (Currently Amended) The cryptography engine of claim 
III]] 13_, wherein :he two-level multiplexer is configured to 
select either initial data, swapped data, or non-swapped data to 
provide to the outpu: stage of the multiplexer. 

15. (Original) The cryptography engine of claim 1, 
wherein the expansion logic and the permutation logic are 
associated with DES operation. 

16. (Original) The cryptography engine of claim 1, 
wherein the key scheduler performs pipelined key scheduling 
logic . 

17. (Original) The cryptography engine of claim l, 
wherein the key scheduler comprises a determination stage, 
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18. (Original) The cryptography engine of claim l, 
wherein the key schedule comprises a shift, stage. 

19. (Original) The cryptography engine of claim 1, 
wherein the key scheduler comprises a propagation stage. 

20. {Original) The cryptography engine of claim 1, 
wherein the key scheduler comprises a consumption stage. 

21- (Currently Amended) The cryptography engine of claim 
HI]] 17, wherein a first shift amount for a first key is 
identified in the determination stage using a first round 
counter value. 

22. (Currently Amended) A cryptography engine for 
performing cryptographic operations on a data block, the 
cryptography engine comprising: 

a key scheduler configured to provide keys for 
cryptographic operations; 

multiplexer circuitry having an input stage and an output 
stage; 

expansion logic coupled to the multiplexer circuitry, the 
expansion logic configured to expand a first bit sequence having 
a first size to an expanded first bit sequence having a second 
size greater than the first size, the first bit sequence 
corresponding bo a portion of the data block; 
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first and second registers coupled t o the output st age of 

th e mult i plexer circuitry , wherein the m ulti plexer circuit ry 

. selects bet w een the first a nd second registe r s and stores the 
output of the exp ansion logic in a selected regist er; 

permutation logic coupled to the expansion logic, the 
permutation logic configured to alter a second bit sequence 
corresponding to the portion of the data block, whereby altering 
the second bit sequence performs cryptographic operations on the 
data block; an d 

inverse permutation logic coupled to the input stage of the 
multiplexer circuitry, the inverse permutation logic perfewns 
pe rforming [{the] J reverse operations of the permutation logic. 

23. (Original) The cryptography engine of claim 22 , 
further comprising an Sbox configured to alter a third bit 
sequence corresponding to the portion of the data block by 
compacting the size of the third, bit sequence and altering the 
third bit sequence using Sbox logic. 

24. (Original) The cryptography, engine of claim 22, 
wherein the cryptography engine is a DES engine. 

25. (Currently Amended) The cryptography engine of claim 
22, wherein the multiplexer circuitry comprises two 2~to-l 
multiplexers on tithe]] a first level coupled to two 2-to~2 
multiplexers on [[the]] a second level. 
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26. (Original) The cryptography engine of claim 22, 
wherein the first bit: sequence is less than 32 bits. 

27. (Original) The cryptography engine of claim 22, 
wherein the first bit sequence is four bits. 

28. (Original) The cryptography engine of claim 26, 
wherein the expanded first bit sequence is less than 48 bits. 

29. (Original) The cryptography engine of claim 21, 
wherein the expanded first bit sequence is less than six bits. 

30. (Currently Amended) The cryptography engine of claim 
[[28]] 23, wherein the third bit sequence is less than 48 bits. 

31. (Currently Amended) The cryptography engine of claim 
[[29]] 2^3, wherein t'ne third bit sequence is six bits, 

32. (Original) The cryptography engine of claim 30, 
wherein the second bit sequence is less than 32 bits. 

33. (Original) The cryptography engine of claim 31, 
wherein the second b;„t sequence is four bits. 

34. (Original) The cryptography engine of 
wherein the key scheduler performs pipelined key 
logic . 
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35. (Original; The cryptography engine of claim 22, 

wherein the key scheduler comprises a plurality of stages. 

■36. (Original) The cryptography engine of claim 22, 

wherein the key scheduler comprises a determination stage. 

37. (Original) The cryptography engine of claim 22, 
wherein the key scheduler comprises a shift stage. 

38. (Original) The cryptography engine of claim 22, 
wherein the key scheduler comprises a propagation stage. 

39. (Original) The cryptography engine of claim 22, 
wherein the key scheduler comprises a consumption stage. 

40. (Currently Amended) The cryptography engine of claim 
[[22]] 36, wherein a first shift amount for a first key is 
identified in the determination stage using a first round 
counter value. 

41. (Original) The cryptography engine of claim 22, 
wherein the multiplexer circuitry is a two- level multiplexer. 

42. (Currently Amended) The cryptography engine of claim 
[1.22]] 41, wherein the two-level multiplexer is configured to 
select either initial, data, swapped data, or non-swappod data to 
provide to the output: stage of the multiplexer. 
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43. (Original) The cryptography engine of claim 22, 
wherein the expansion logic and the permutation logic are 
associated with DES operations. 

44. (Currently Amended) An integrated circuit layout 
associated with a cryptography engine for performing 
cryptographic operations on a data block, the integrated circuit 
layout providing information for configuring the cryptography 
engine, the integrated circuit layout comprising: 

a key scheduler configured to provide keys for 
cryptographic operations; 

multiplexer circuitry having an input and an output stage; 

expansion logic coupled to the input stage of the 
multiplexer circuitry, the expansion logic configured to expand 
a first bit sequence having, a first size to an expanded first 
bit sequence having a second size greater than the first size, 
the first bit sequence corresponding to a portion of the data 
block, wherein the output of the expansion logic is coupled to 
the input stage of the multiplexer circuitry; 

fi rst and se cond r e gisters co u pled t o the outpu t stag e of 

m ultiplexer cir c uitry, wherein the- mul t ip lexer c i r c u i t r y 

select s between the fir st and second r egisters and sto res the 
outp ut of the expansi o n logic in a selected register; an d 

permutation logic coupled to the expansion logic, the 
permutation logic configured to alter a second bit sequence 
corresponding to the portion of the data block, whereby altering 
the second bit sequence performs cryptographic operations on the 
data block. 
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45. (Currently Amended) The e±y^ t og r aph i e-~ engin e 

integrate d circuit layout of claim 44 , further comprising an 
Sbox configured to alter a third bit sequence corresponding to 
the portion of the data block by compacting the size of the 
third bit sequence and altering the third bi t sequence using 
Sbox logic. 

46. (Currently Amended) The iM-y p t ogr ap hy — engine integ rated 
ci rcuit layout of claim 44, v/herein the cryptography engine in a 
DES engine. 

47. {Currently Amended) The e-apy^^gx ^hy en g - m m-? inte grated 
c ircuit layout of claim 44, wherein the mu It i p 1 ex e r c: i r c u i t r y 
comprises two 2-to-l multiplexers on [[the]] a first level 
coupled to two 2-to-l multiplexers on [[the]] a second level. 

48. {Currently Amended) The *HEyp4H^gheaphy~ e ng i n o inte g rated 
cir cuit layout of claim 44, wherein the first bit sequence is 
four bits. 

49. (Currently Amended) The er- yp t og rasshy engine integ rated 

circuit lay out of c 1 a im 4 8, who re i n t h e expanded first bit 
sequence is less than six bits. 

50. {Currently Amended) The e r y p t o g^**E»&y — ongia e inte grated 
circuit layout of cl.aim 44, wherein the key scheduler performs 
pipelined key scheduling logic. 
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51. (Currently Amended) The eryp tog -jetqp hy engin e integrated 
c ircuit layout of claim 44, wherein the key scheduler comprises 
a determination stage, a shift stage, a propagation stage, and a 
consumption stage. 

52- (Currently Amended) The ery p t ogra^ hy— e**ff4*»e Integra ted 
cir cuit layou t of claim [[44]) 51, wherein a first shift amount 
for a first key is identified in the determination stage using a 
first round counter value . 



53, (Currently Amended) The e-agyp t o g r a phy-^B€fj^=? inte grated 
ci rcuit l a yout of claim 44, wherein the multiplexer circuitry is 
a two- level multiplexer. 

54. (Currently Amended ) Th e e*^ >tography — eng4»e inte grated 
c ircuit la yout of claim ([44]] 53, wherein the two-level 
multiplexer is configured to select either initial data, swapped 
data, or non-swapped data to provide to the output stage of r.he 
multiplexer . 

55 • (Currently Amended) The ea=^&<3^ integrate d 
c ircuit la yout of claim 44, wherein the expansion logic and the 
permutation logic are associated with DES operations. 

56. (Currently Amended) An integrated circuit layout 
associated with a cryptography engine for performing 
cryptographic operations on a data block, the integrated circuit 



-11. 



PAGE 14/20 * RCVD AT 12/3012004 8:13:52 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-1/0 ' DN1S:8729306 * CSID:626 577 8800 * DURATION (mm-ss):06-08 



12/30/2004 17:17 FAX 626 577 8800 



CHRISTIE, PARKER & HALE 



0015/020 



Appln No. 09/892,310 

Amdt dat e De c ember 20, 2004 

Reply to Office action of September 30, 2 004 

layout providing information for configuring the cryptography 
engine, the integrated circuit layout comprising: 

a key scheduler configured to provide keys for 
cryptographic opera t ions ; 

multiplexer circuitry having an input stage and an output 
stage; 

expansion logic coupled to the multiplexer circuitry, the 
expansion logic configured to expand a first bit sequence having 
a first size to an expanded first bit sequence having a second 
size greater than the first size, the first bit sequence 
corresponding to a portion of the data block; 

f irst and second re g isters coup l ed to the out put sta ge o_f 
the mult ip lexer cir c uitry, whe rein the m ultiplexer circuitry 
selects between the first and seco nd registers and store s the 
output of the exp ans ion logic in a selec te d register; 

permutation logic coupled to the expansion logic, the 
permutation logic configured to alter a second bit sequence 
corresponding to the portion of the data block, whereby altering 
the second bit sequence performs cryptographic: operations on the 
data block; and 

inverse permutation logic coupled to the input stage of the 
multiplexer circuitry, the inverse permutation logic per for mo 
te-he performin g reverse operations of the permutation, logic. 

57. (Currently Amended) The eifyjHsofhs^ integrated 
ci rcuit layout of claim 56, further comprising an Sbox 
configured to alter a third bit sequence corresponding to the 
portion of the data block by compacting the size of the third 
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bit sequence and altering the third bit sequence using Sbox 
logic, 

58. (Currently Amended) The c r y p t - o g raphy e ng^k*e integra ted 
circuit lay out of fc^aim 56, wherein the cryptography engine is a 
DES engine. 

59. (Currently Amended) The e- ryptograj frk y Qn §jbfffi integrated 
circuit layout o£ claim 56, wherein the multiplexer circuitry 
comprises two 2-fco-l multiplexers on ([the]] a first level 
coupled to two 2-to-l multiplexers on [[the]} a second level. 

60. (Currently Amended) The &s¥p&og& a phy on g « *e inte grated 
circu it layout of claim 56, wherein the first bit sequence is 
four bits. 

61. (Currently Amended) The e^ypfeeg-3?rq& hy en g ^-te integrate d 
c ircuit layout of claim 60, wherein the expanded first bit 
sequence is less than six bits. 

62. (Currently Amended) -The e#y i*togrqphy e ag-iae integ rated 
circuit la yout of claim 56, wherein the key scheduler performs 
pipelined key scheduling logic, 

63. (Currently Amended) The e r yp t og rop hy— ere g i no integrated 
circuit layo ut of claim 56, wherein the key scheduler comprises 
a determination stage, a shift stage, a propagation stage, and a 
consumption stage . 

-13- 



PAGE 16/20 * RCVD AT 12/30/2004 8:13:52 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-1/0 * ONIS:8729306 * C8ID:626 577 8800 * DURATION (mm-ss):0M)8 



12/30/2004 17:18 FAX 626 577 8800 



CHRISTIE, PARKER & HALE 



0017/ 



Appln No. 09/892,310 

Amdt date December 30, 2004 

Reply to Office action of September 30, 2004 

64 . (Currently Amended) The eryp to'g r ophy — engine inte grated 
circuit layout of claim f f 5 6 ] ] 63, wherein a first shift amount 
for a first key is identified in the determination stage using a 
first round counter value. 

65. (Currently Amended) The e^j^^^phy—e^i^e integ r ated 
circui t layout of claim 56, wherein the multiplexer circuitry is 
a two- level multiplexer . 

66. (Currently Amended) The e^^>fc^<^^ integrated 
c ircuit layout of claim [ f 56] ] 65, wherein the two-level 
multiplexer is configured to select either initial data, swapped 
data, or non ■ swapped data to provide to the output stage of the 
multiplexer , 

67. (Currently Amended) The o ry p fe ega raphy engin e i ntegrated 
circui t layout of claim 56, wherein the expansion logic and the 
permutation logic are associated with DES operations. 
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